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EMC - Electromagnatic compatibility

The ability of electrical and electronic systems to operate
without interfering with other systems (emission).

The ability of such systems to operate as intended within a
specified electromagnetic environment (immunity).



Examples on electromagnetic phenomena

that may interfere

Supply voltage interruptions, dips, surges and fluctuations
Transient overvoltages on supply, signal and control lines

Radio frequency fields, both pulsed (radar) and continuous,
coupled directly into equipment or onto its connected cables

Electrostatic discharge (ESD) from a charged object or person

Low frequency magnetic or electric fields

Disturbances on the mains supply

Voltage variations, 230 V £10%.
Voltage fluctuations, Ex: Starting a vacuum cleaner.

Voltage interruptions. Faults on power distribution systems
are normally clearedquickly and automatically but result in
short voltage dips.

Waveform distorsion, non-linear loads.

Transients and surges, switching of inductive loads, lightning
strikes.



Generic emission limits

Emission, generic

Generic immunity limits

Immunity, generic

Residential, commercial and light industry

EN 61000-6-3:2001

Residential, commercial and light industry

EN 61000-6-1:2001

Frequency range

Limit

Comment

Complete apparatus |30 - 230 MHz 30 dBuV/m (10 m) [EN 55022 class B
230 - 1000 MHz (37 dBuV/m (10 m)

AC-power supply 0-2kHz flicker and harmonicdEN 61000-3-2,3
0,15-0,5 MHz 66-56/56-46 dBuV |EN 55022 class B
0,5-5MHz 56/46 dBuV Quasi peak/average
5 - 30 MHz 60/50 dBuV
0,15 - 30 MHz clicks EN 55014

Industry

EN 61000-6-4:2001
Frequency range|Limit Comment

Complete apparatus |30 - 230 MHz 40 dBuV/m (10 m) [EN 55011
230 - 1000 MHz |47 dBuV/m (10 m)

AC-power supply 0-2kHz flicker and harmonicdEN 61000-3-2,3
0,15-0,5 MHz 79/66 dBuV EN 55011
0,5 -5 MHz 73/60 dBuV Quasi peak/average
5 - 30 MHz 73/60 dBuV
0,15 - 30 MHz clicks EN 55014

Phenomenon Test specification [Comment
Complete apparatus |Electromagnetic 80 - 1000 MHz EN 61000-4-3
RF-fields 3V/m
Electrostatic 4 kV contact EN61000-4-2
discharge (ESD) 8 kV airgap
All cables Conducted RF 0,15 - 80 MHz EN61000-4-6
and prot earth 3V
1 kHz, 80% AM
Signal and control Fast transients 0,5 kV EN61000-4-4
cables
AC-power supply Fast transients 1kV EN61000-4-4
in/out Surge 1 resp. 2 kV EN61000-4-5
Voltage dips EN61000-4-11
DC-power supply Fast transients 0,5 kV EN61000-4-4
in/out Surge 0,5 kV EN61000-4-5
Industry
EN 61000-6-2:2001
Phenomenon Test specification |Comment
Complete apparatus |Electromagnetic 80 - 1000 MHz EN 61000-4-3
RF-fields 10 (3) V/m Level varies with
1 kHz, 80% AM frequency
Electrostatic 4 kV contact EN61000-4-2
discharge (ESD) 8 kV airgap
All cables Conducted RF 0,15 - 80 MHz EN61000-4-6
and prot earth 10@)V Level varies with
1 kHz, 80% AM frequency
Signal and control Fast transients 1kV EN61000-4-4
cables Surge 1kV EN61000-4-5
AC-power supply Fast transients 2 kV EN61000-4-4
in/out Surge 1 resp. 2 kV EN61000-4-5
Voltage dips EN61000-4-11
DC-power supply Fast transients 2kV EN61000-4-4
in/out Surge 0,5 kV EN61000-4-5




Emission measurements Emission measurements
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Emission measurements

Near field probes

short exposed length ¢ determines
\ gap left B o
sensitivity

in screen _

insulating boot —
inner soldered insulating boot
to incoming
screen at
elbow

E-fiel
H:field

Emission measurements

Conducted emissions

—>

excess lead
non-inductively bundled
as shown to < 0.4m length

Vertical
round plane
?wal! of
screened
enclosure)

AGURE 215 The line impedance stabilization network (LISN) for the measurement

of conducted cmissions.



Emission measurements
Radiated emissions

Open air measurements

measurement distance D
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during test, for
maximum signal
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m RF test equipment rack

Immunity measurements
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Immunity measurements

ESD

) . vertical coupling plane
direct application to EUT  1gcm from EUT\ - EUT supply connection
1T

horizontal \
coupling plane EUT

v
bleed resistor connection

\

| plane
indirect application to coupling planes

Fast transients

Sns—>|f < 50ns
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Transient generator
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Immunity measurements

Surge
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Coupling mechanisms
Coupling paths

Radiated, case to
mains cable /-

AL

C

Source equipment

through common
earth impedance

Conducted,
through common

\/ Peripheral

=/
\f:aduared \\\\d'//// ?aagliea:gdc'abm

case to case

mains impedance

— >
External mains interferencef

Victim equipment

Figure 5.1 Coupting paths

Common impedance coupling

Problem

System B

Connection hag inductance L

System B input = (Vi + Vi)

System B

V, =-L-dL/dt (+ R'L,)

System A

| systoma

Coupling mechanisms

Inductive coupling

System B

Mutual inductance M } {"

V=

G— @)=

equivalent circuit — magnetic coupling

(a)

-M - dI, /dt

M - Mutual inductance

Capacitive coupling

i
Loaam O

System B
H_ — 2,

-
* 7 may be stray capacilance

s 0 ground

P 4
v,

equivalent circuil — electric coupling

(B)

V, =C_.-dV, /dt-Z /IR,



Coupling mechanisms

Radiated coupling

E-field H-figld
Mear field Far fisld
plane of E-field
E
el direction of
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- — - ->
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complex field
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PCB radiation

Differential mode radiation

Current Ig Loop of area A, formed by signal and return tracks

Common mode radiation

Cable

ground connection
may be via stray
capacitance

o 2
s Ground plane

~tnt

— common-mode current Iy
ground noise voltage Vy



Layout and grounding Layout and grounding
EMC control measures Grounding example

tertiary ~ shielding

secondary -

primary - circuit layout (| . interface fitering

—— 1l

a) initial circuit

Ground
reference

b) externally induced
noise currents

System partitioning B3

<ﬂ—;'j

N

c) revised to prevent
ground noise
in circuit

7 Z
k { uncontroiled common

mode currents

filtered interfaces overall enclosure

i

IR

\ Non-ritical __/
Critical | | power supply
circuitry \\‘
(digitai or |
sensitive /\/
analogue)

Non-critical circuitry Q
2 F\/

screened sub-enclosure



Layout and grounding

Signal ground

Low impedance path for the return current

Single point ground, <1 MHz

Multi point ground, > 10 MHz

[2]

Hybrid ground

=0 =k [2]

11

11}
|
I

RN A SO

—rj{ﬁéjl—lé

Layout and grounding

Impedance of long ground wires

equipment L R L R o
ground wire WET,YVY\_‘:_L —
Z —> " c c (repeating
Zo=\UC T T L,C&R)
ground plane equivalent circuit (distributed L, C and R)
fog [Z| — = Zpy = (@L)PR

Paralle! resonances

series resonances
Zg = R(ac)

log F

Grounding principles

e All conductors have a finite impedance which increases with
frequency

e Two physically separate ground points are not at the same
potential unless no current flows between them

e At high frequencies there is no such thing as a single point
ground



Layout and grounding

PCB layout

Undesired comb structure

A A

signal  §

A

L

* High impedance return path (high inductance)

¢ Differential mode radiation!

Ground plane

Figure 6.12 Return current paths

Distance S determines
overall loop inductance
in each case

parallel tracks

tracks on opposite
sides of the board

ground plane on opposite
side of the board, allows
return path for any track
above it

Layout and grounding

Ground plane - track impedance

10Q

— F——++ = - e i
| ... 3cm L x 0.5mm W track 1 1 ’ | | ’ i
1Q — finite ground plane * A+~
-~ ,
—
100m: 1 %
10mQ
g
1- lane -
1mQ 0z Cu plane
0.1 1.0 MHz 10 100 1G

* 5cm wide ground plane at 0.8mm
under 3cm length of track,
according to equation 6.3

Ground plane breaks

signal
cutront
—

return

current
-~

This is not a ground plane!

siots in ground plane around DIL pads

HF roturn curfent must negotiate slots -
greater loop area is equivaken
to excess ground induciance

%
“

W a broak s unavokdable, Kisbast >

linked with a short bridging track =

tie traces between pads break up siots

HF retum current can choose opimum

rotum path - minimum oo ania means
lowast ground inductance



Layout and grounding

Grounding rules

Identify the circuits of high di/dt (for emissions) - clocks, bus
buffers/drivers, high-power oscillators

Identify sensitive circuits (for susceptibility) - low-level
analogue, fast digital data

Minimize their ground inductance by -
Minimizing the length and enclosed area
Implementing a ground plane
Keeping critical circuits away from the edge of the plane

Ensure that internal and external ground noise cannot couple
out of or into the system: incorporate a clean interface ground

Partition the syatem to control common mode current flow
between sections

Create, maintain and enforce a ground map

Digital circuits

Pulse signal spectrum

; 20dB/decade

|

‘ i

: 40dB/decad
I

Harmonic amplitude
envelope

a)

T Ny 8MHz, t, = 5ns

Amplitude dB

7
8MHz, 1, = 32ns .

“ . 5 s T 11
10MHz  log f 100MHz

b)

Do not choose faster logic circuits than necessary

Decoupling of supply voltage

C on reverse
of board

a) adequate b) improved

c) on ground plane d) as c) with series L



Digital circuits

Decoupling capacitors
Must be able to handle fast current transients
Ceramic capacitor is normally suitable
Resonance frequency!

Do not use too large capacitors

Decoupling recommendations, typical values
One 22uF bulk capacitor (tantalum or electrolyte) per board at
the power supply input
One 1 uF tantalum capacitor per 10 packages of SSI/MSI
logic or memory
One 1 pF tantalum capacitor per 2-3 LSI packages

One 22 nF ceramic or polyester capacitor for each octal bus
buffer/driver IC or for each MSI/LSI package

one 22 nF ceramic or polyester capacitor per 4 packages of
SSI logic

Cable screens

Low frequencies - electric - magnetic field shielding

a) good capacitive shielding, no magnetic shielding

G-—-———---03
O IR .
1 unshielded 4
7
e
b) good magnetic shielding shielding eﬁecuveness
R, L
- A z [ shielded
Ce «
Fe=2n-Rg/lg F

()

Grounding of cable screens at low frequencies

___________________ Preferred: screen
grounded only at
input end if input
AAAAAAAAAAAAAAAAA is grounded
=

=

= stray capacitance between screen and inners
compromises separation at high frequencies

Preferred: screen
grounded only at
source end if source
is grounded

Reduced performance:

source and input
are grounded




Cable screens

Cable screens at high frequencies

Is
i

[ - [ ]

———> transmission line

Is

- - V.- attenuation of Ig = 8.7dB for each
screen — A7 skin depth & = 2.6(,-0,-F) 5 inches
through screen
signal & return current (0.0008" for copper at 10MHz)

@

centre conductor

Goood and bad connections

no connection - bad

pigtail connection - poor

backshell bonded
_ to connector sheli

positive contact
between mating
conductive clamp over cable screer connector shells

female connector shell
bonded to enclosure

iris screen connection - best

Cable screens

Ribbon cables

Bad  ® 9

ground plane

b) & o o o
Better ,, GCCPTIFETP e) Best

360° shielded
Unshielded — conductor configurations



Filtering

Layout

< stray coupling capacitance

| equipment shield

coupling path _L _L
around ground T T

impedance
ground wire \
impedance

filter ground connected
to low-inductance earth
or screen

poor layout good layout

200
| \ =
160 ‘ o = R L
,/“\X,/ ,/- ™ [ e A 4 N
12 /
) -
$ a0l 4 P
£ e
40 / ,/
i LA
0 ’-r

SMHz \\ 50MHz

different material compositions

Longer is better than thicker

Get maximum amount of material in the chosen volume

equivalent circuit

Filtering
Three-terminal capacitor

Z Z
S . L

< k%

stray inductance
% __ limits hf attenuation %

Two-terminal capacitor Three-terminal capacitor

Feed-through capacitor

metallization

bulkhead ferrite
ceramic dielectric
inner conductor

—_—— =
T = 7T
simple capacitor n-section



Filtering Filtering

Mains filter I/O filtering

L M L T O
P i w (S
c, (/T-\\\\x o }C" D
x1 Nt/

components local to
i ol port and clean ground
.
Mains NO s - N Equipment
Cya a) simple RC filter
LEO E
S / o
AR 4 ° )
[ Transmit
vy °
Equivalent circuit for Equivalent circuit for I ~-a—
differential mode common mode hok: T | differential currents:
Lig c-m choke i, '
L L LN L+N S - ZI=0in the choke
I I ] +lp Receive
Cyy Cyot 0.5Cy L 2Cy I—'r‘v‘\(‘\m = _2Y
N J__NW\_-L N E 4_‘ E best capacitor /_L,,
Likg location depends on ©  Ground or shield
impedance either side
of choke

clean I/O ground

. . b) common mode choke/capacitor filter
Improved mains filter

VDR VDR

Lo =YYV W—o L
o] o] rEf =c.
Mains( ‘/BJ . T

NO T N Equipment Connector plnS
Cyz
eo—"M 1 oc
Earth line choke Differential line chokes

connections o board or wires

VDR - Voltage Dependent Resistor - capture transients meugfonybonded -
C,, and C 0.1 uF - 0.47 uF S i —

All components in the mains must comply to specific safety
requirements.

connector shell

_ ground plane
[ connected fo
panal by metal
piliar —

chip capacitors

(b) on a mezzanine board



Shielding

Shielding effectiveness

Conductive material, Cu, Al, ..
SE (dB) = Reflection loss (dB) + Absorption loss (dB)

(- korrection term for multiple reflections within shield, dB)

Incoming ncident

field fiaid Transmitted
fiakd
Eg Transmitiad E .
fredd
3 Ey
E;
Incident
fieid /
I’ = E Rofaction
from far wall
Refected =Ep-E . ;.
tield Fo-Er Thick wall Thin wall
Ep
incident electromagnetic wave X
_ Absorption loss A
P )
" /‘ ~ ] Re-reflection loss B
Reflection loss R -
Transmitted wave
200
a <= -
= S R + A, t=025mm ol ST ]
H T~ I e LA J I ‘ ‘
% 160 I
§ ™ . Re +A, t=0025mm
~ 4
S 20 NN L
z Reflection loss Rg Ry Tl TT1]
% s 5/ e e
5 I p— =
£ | . .
! ) 2 Absonption loss A -
sorption loss -
2 LS t=025mm t=0025mm [ L [
s - S g
3 - —Trte
T \
10k 100k ™ 10M 100M 1GHz
Remember!

Low frequency magnetic fields are impossible to shield with
just a conductive material

A high-permeability material like mu-metal may be used to
protect from LF magnetic fields by concentrating them to the
bulk of the material

Shielding

Joints and openings

fasteners make electrical contact

No electrical contact across butt-joint poor contact along seam
between fasteners

Dimension d determines shielding effectiveness, modified by seam gap h

E ! conductive surfaces : E

«— conductive gasket against
conductive surfaces

better worse



Software

Watchdog

restart

Q
Micro-
processor
timeout 1 |
period |
RESET _ e [
Q R . L
Ti \
software-generated WP fails
Power-on reset pulses

nused memory

] h Program & data
faulty jump

W/

~J NOP |

( Used
Program |
ROM

‘ Unused

[.NOP_ |
JMP RESET N

recovery

Empty memory

. — €
Pdrdrd
(o]]'e)
10| 0{ D

EMC management

AVAILABLE
TECHNIQUES
AND
RELATIVE
CosT

PROBLEM

When to start

DESIGN TESTING PRODUCTION
PHASE PHASE PHASE

ACHNIQUES

EQUIPMENT DEVELOPMENT, TIME SCALE

Immediately!
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